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PURPOSE
 

Your Internal Controls (contractor), on behalf of the Federal Maritime Commission (FMC), 

Office of Inspector General (OIG), conducted an independent evaluation of the quality and 

compliance  of  the FMC’s  information  security  program with applicable  federal  computer 

security laws and regulations. Your Internal Controls’ evaluation focused on FMC’s information 

security program as required by the Federal Information Security Management Act (FISMA). 

This report was prepared by the contractor with guidance by the Office of Inspector General. 

BACKGROUND 

On December 17, 2002, the President signed into law H.R. 2458, the E-Government Act of 

2002 (Public Law 107-347). Title III of the E-Government Act of 2002, commonly referred to as 

FISMA, focuses on improving oversight of federal information security programs and facilitating 

progress in correcting agency information security weaknesses. FISMA requires federal agencies 

to develop, document and implement an agency-wide information security program that provides 

security for the information and information systems that support the operations and assets of the 

agency. This program includes providing security for information systems provided or managed 

by another agency, contractor or other source. FISMA assigns specific responsibilities to agency 

heads and Inspectors General (IGs).  FISMA is supported by security policy promulgated through 

the Office of Management and Budget (OMB), and risk-based standards and guidelines published 

in the National Institute of Standards and Technology (NIST), Special Publication (SP) series. 

Under FISMA, agency heads are responsible for providing information security protections 

commensurate with the risk and magnitude of harm resulting from the unauthorized access, use, 

disclosure, disruption, modification or destruction of information and information systems. 

FISMA requires agencies to have an annual independent evaluation performed on their 

information security programs and practices and to report the evaluation results to OMB. FISMA 

states that the independent evaluation is to be performed by the agency IG or an independent 

external auditor as determined by the IG. Implementing adequate information security controls is 

essential to ensuring an organization can effectively meet its mission. 
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SCOPE AND METHODOLOGY 


The scope of our testing focused on the FMC General Support Systems (GSS) and Major 

Applications. We conducted our testing through inquiry of FMC personnel, observation of 

activities, inspection of relevant documentation, and the performance of technical security testing. 

More specifically, our testing covered a sample of controls as listed in NIST 800-53, 

Recommended Security Controls for Federal Information Systems and Organizations, Revision 4. 

For example, testing covered system security plans, access controls, risk assessments, configuration 

management, contingency planning, security awareness and auditing. Our scope also included a 

Vulnerability Assessment for the overall network and workstations that connect to the network. 

Our testing was for the period October 1, 2012 through September 30, 2013 (fiscal year 2013). 

From the recommendations noted in the table below, there are several issues that FMC appears to 

have made significant progress correcting during FY 2013.  Specifically, recommendations 10, 11, 

12, 13, and 14 all relate to certification and accreditation (C&A) matters. These recommendations 

could not be tested during this year’s evaluation because supporting documents were provided to 

the evaluators on September 30, 2013, the last day of fieldwork.  Therefore, ample time was not 

available to review the documents and make a final determination on whether to close the 

recommendations.  However, the issue will be reviewed for compliance during the next FISMA 

cycle. 

FMC provided us with information and documentation regarding monthly reviews of audit logs that 

had been performed by FMC, starting in the latter part of the review period.  Recommendation 2 

involves a process in which audit logs are reviewed monthly and necessary actions are taken to 

respond to those audit events generated as a result of adverse actions.  Because the deficiency was 

corrected during the latter part of the review period, we have decided to report this issue as open 

until we can determine the process is being consistently performed over a longer period of time. 

This issue will be reviewed during the next FISMA cycle and we are hopeful the issue will be 

closed. 
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CURRENT YEAR FINDINGS 


During our FY 2013 evaluation, we noted that FMC has taken steps to improve the information 

security program and to remediate some prior year deficiencies. For example, the FMC has 

deployed complexity settings on the servers supporting the major applications. The OIG did not 

find any new deficiencies in this year’s FISMA evaluation. It shall also be noted that there were no 

new findings. Although there were no new findings, the FMC continues to rely on the OIG to run 

vulnerability scans on an annual basis. It has been suggested that the agency should run its own 

scans by purchasing the necessary software to do so. The estimated costs to purchase such software 

would be minimal and this software can be run as many times as necessary (e.g. monthly, quarterly, 

etc.). This software would assist in identifying vulnerabilities, outdated patches and virus 

definitions, and more. It is strongly recommended by the OIG, that the OIT purchase such software 

to better enable the agency to manage and respond to risks. 

PRIOR YEAR RECOMMENDATIONS 

The following table  details  16 prior  year recommendations  identified  during our  FISMA 

evaluations that were open at the commencement of the FY 2013 FISMA evaluation. 

We’ve determined that recommendation Nos. 2, 4, and 10 (from the chart below) are the most 

critical and should be remediated as soon as possible. 

# 2 – Audit Settings - addresses the review of audit logs. Without reviewing the logs, there may 

be negative actions taken against the agency without awareness on the part of OIT. The audit 

logs must be reviewed timely and corrective actions (e.g. investigating failed logon attempts) 

must be taken as a result of those reviews. 

# 4 – Contingency  Plan  - addresses  the Contingency  Plan. Without a final and  signed 

Contingency Plan, the agency lacks basic assurances that the agency’s critical functions could 

proceed during a catastrophic event without loss or compromise of its data. 

# 10 – Certification and Accreditation - identifies C&A package shortcomings for the network 

and the SERVCON application. C&A packages document the various security controls, as 

identified from a security categorization (FIPS-199). The controls are then tested, and evaluated 
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to ascertain if there are any risks that would preclude the system from being placed in a live 

environment. Without finalized C&A packages, data may not be adequately protected with 

commensurate security controls. 

During the FY 2013 review of FMC’s  information  security,  FMC  has made  strides in 

remediating prior year deficiencies. The FMC has remediated 4 of the 16 recommendations. 

Specifically, the agency is in the process of deploying Pretty Good Privacy (PGP) Symantec 

encryption on workstations and on mobile devices. The FMC has also made advances in 

clarifying the system inventory and determining those systems with Personally Identifiable 

Information (PII), as well as which of those systems need a privacy impact assessment (PIA). 

Lastly, the FMC has recently signed the GSS and SERVCON C&A packages as final. These 

accomplishments will be tested during the FY 2014 FISMA evaluation. 
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